
Information Security and Cybersecurity 

Columbia Bank is committed to the security of client information. To accomplish this, the Bank has 
established comprehensive Information Security and Cybersecurity programs. A strong governance 
structure, which includes quarterly or more frequent reporting of security-related threats, issues, and 
activities, facilitates program oversight by the Chief Information Officer, Chief Digital and Technology 
Officer, Director of Data Management, Chief Risk Officer and the Corporate Risk Committee, made up of 
senior executives of the Bank. Further, the Board of Directors delegates oversight of the programs to its 
Enterprise Risk Management Committee. These programs are designed to identify and address 
vulnerabilities in the Bank’s information systems and are continuously adapted to remain relevant in the 
ever-changing threat environment in which the Bank operates.  

Potential system threats and vulnerabilities are identified using a variety of methods, such as threat 
feeds, vendor partnerships and regular communication from governmental agencies. Threats are 
mitigated and managed using layers of human, physical, technical, and policy controls. Ongoing system 
monitoring and evaluation of emerging risks supports the Bank’s ability to respond to threats in a timely 
and effective manner, consistent with the expectations of clients, the Board of Directors, and government 
regulators. In the last four years, we have not experienced any material losses or other material 
consequences relating to technology failure, cyber-attacks, or other information or security breaches. 

Regularly updated policies and annual and ongoing required employee security training are used to build 
a risk-aware and responsive workforce. Further, new and existing service providers are regularly 
evaluated to ensure they meet the Bank’s expectations relative to the security and protection of 
information. The Bank maintains a standing incident response plan with an incident response framework 
that is adaptive to meet the needs of the various information security threats that face the financial 
industry in which the Bank operates. In accordance with applicable state and federal laws, clients are 
provided privacy notices that explain our information collection, sharing, and use practices. Clients also 
have access to information security training and information online at 
columbiabank.com/resources/fraud-prevention. 

Through engagement with industry stakeholders and subject matter experts, the Bank’s safeguards are 
responsive to new methods and targets as they emerge in the landscape of cyber threats. (Further 
information about the specific cyber threats faced by the Bank are available in the annual 10-K 
disclosure.) Industry partnerships include: the American Bankers Association, Independent Community 
Bankers of America, the Risk Management Association, Financial Services Information Sharing and 
Analysis Center, Mid-size Bank Coalition of America, state banking associations, as well as regular forums 
in which the Bank engages with government and law enforcement bodies. In line with industry standards, 
cybersecurity insurance is maintained by the Company to mitigate business and client financial losses 
resulting from an incident. 

The Bank incorporates the National Institute of Standards and Technology, Cybersecurity Framework, 
among others, into the design of its programs. Information Security and Cybersecurity programs are 
regularly audited by independent corporate auditors to evaluate compliance with applicable regulatory 
and legal standards. Additionally, the Bank’s Information Security and Cybersecurity programs are subject 
to regular examination by the Federal Deposit Insurance Corporation and the State of Washington 
Department of Financial Institutions to ensure that the programs comply with regulatory requirements 
promulgated by the Federal Financial Institutions Examination Council, an interagency government body 
responsible for oversight of the financial industry. 


